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Summary

The United States faces significant challenges in preparing for, responding to, and recovering
from disasters. Of particular concern are the impacts that natural hazards and manmade threats,
including cyber threats, have on the Nation’s critical infrastructure systems. Enhancing the
protection and resilience of U.S. infrastructure has emerged as an urgent goal—a goal made
more challenging by the complexity of these systems and their inherent dependencies and
interdependencies.

Key policy documents—including Presidential Policy Directive 21: Critical Infrastructure
Security and Resilience, the 2013 National Infrastructure Protection Plan, and the Voluntary
Private Sector Preparedness Program—nhighlight the need for owners and operators to consider
dependencies and interdependencies that exist among critical infrastructure systems and how
they affect business continuity, security, and resilience management. However, these resources
do not define dependency or interdependency, nor do they explain how to integrate them into
risk and resilience management processes.

This report seeks to address that gap by defining key terms and outlining a data-driven, adaptive,
and flexible analytic framework for critical infrastructure dependencies and interdependencies.
The report begins by defining dependencies and interdependencies and exploring basic concepts
of dependencies in order to facilitate a common understanding and consistent analytical
approaches. Key concepts covered include:

= Characteristics of dependencies: upstream dependencies, internal dependencies, and
downstream dependencies

= Classes of dependencies: physical, cyber, geographic, and logical

= Dimensions of dependencies: operating environment, coupling and response behavior,
type of failure, infrastructure characteristics, and state of operations

From there, the report proposes a multi-phase roadmap to support dependency and
interdependency assessment activities nationwide, identifying a range of data inputs, analysis
activities, and potential products for each phase, as well as key steps needed to progress from one
phase to the next. The report concludes by outlining a comprehensive, iterative, and scalable
framework for analyzing dependencies and interdependencies that stakeholders can integrate into
existing risk and resilience assessment efforts.

Ultimately, the concepts, roadmap, and analytical framework defined in this report will position
decision makers in the public and private sectors to understand relevant dependencies and
interdependencies in critical infrastructure and to anticipate potential disruptions, including
cascading and escalating failures.
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1 Introduction

The United States faces significant challenges in preparing for, responding to, and recovering
from disasters. Of particular concern are the impacts that natural hazards and manmade threats,
including cyber threats, have on the Nation’s critical infrastructure systems. Enhancing the
protection and resilience of U.S. infrastructure is an urgent goal—a goal made more challenging
by the inherent dependencies and interdependencies within infrastructure systems. Dependencies
and interdependencies influence all components of risk (threat/hazard, vulnerability, resilience,
and consequence), can themselves be a threat or hazard, affect the resilience and protection
performance of critical infrastructure, and lead to cascading and escalating failures. In addition,
critical infrastructure dependencies and interdependencies are characterized by different
interactions, classes, and dimensions—making their identification and analysis both challenging
and complex. Based on these factors, it is essential to integrate dependencies and
interdependencies into risk and resilience assessment methodologies.

This report seeks to enhance understanding of critical infrastructure dependencies and
interdependencies by providing a data-driven, adaptive, and flexible analytic framework that
operationalizes the analysis of dependencies and interdependencies. This framework will enable
an unprecedented level of situational awareness and better enable decision makers to anticipate
disruptions in key infrastructure systems. The present report:

= Provides an overview of the foundational dependency- and interdependency-related
strategic policies and standards.

= Explains the relationship between dependencies and risk.
= Provides the definitions of dependencies and interdependencies and of the elements
(i.e., categories, classes, and dimensions) that should be considered when analyzing

them.

= Presents an overview of the characteristics to be considered for analyzing the four main
classes of dependencies (i.e., physical, cyber, geographic, and logical).

= Presents a roadmap defining the four phases of development toward a comprehensive
and holistic dependency and interdependency assessment.

= Presents an assessment framework for critical infrastructure dependencies and
interdependencies.
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2 Dependency- and Interdependency-Related Policy and
Standards

Consideration of critical infrastructure dependencies and interdependencies and their integration
into risk management and business continuity processes are important elements of Presidential
Policy Directive 21: Critical Infrastructure Security and Resilience (PPD-21), the 2013 National
Infrastructure Protection Plan (NIPP), and the VVoluntary Private Sector Preparedness Program
(PS-Prep™):

= PPD-21 defined three strategic imperatives, one of which is to, “implement an integration
and analysis function to inform planning and operational decisions regarding critical
infrastructure.” This strategic imperative calls for operational and strategic analysis to
anticipate dependencies/interdependencies and cascading impacts into assessment and
management procedures (The White House, 2013). The directive also highlights the
importance of lifeline critical infrastructure dependencies, noting the need to consider
“sector dependencies on energy and communications systems, and identify pre-event and
mitigation measures or alternate capabilities during disruptions to those systems” (The
White House, 2013).

= Following the recommendations adopted in PPD-21, the 2013 NIPP affirms that
“effective risk management requires an understanding of the criticality of assets, systems,
and networks, as well as the associated dependencies and interdependencies of critical
infrastructure” (DHS, 2013). Assessment of critical infrastructure dependencies and
interdependencies is one of the seven core tenets defined in the 2013 NIPP. According to
the plan, “understanding and addressing risks from cross-sector dependencies and
interdependencies is essential to enhancing critical infrastructure security and resilience”
(DHS, 2013). These strategic directives reveal the importance of analyzing infrastructure
dependencies, interdependencies, and associated cascading effects from critical
infrastructure disruptions to improve national security and resilience.

= Many standards require the consideration of dependencies and interdependencies
between organizations and the effect on their risk management and business continuity
practices. The PS-Prep™ and associated standards (e.g., British Standards Institute [BTI]
25999 Standard on Business Continuity, National Fire Protection Association [NFPA]
1600 Standard on Disaster/Emergency Management and Business Continuity Programs,
American National Standards Institute/American Society for Industrial Security
[ANSI/ASIS] SPC.1-2009 Standard on Organizational Resilience, and International
Organization for Standards [1SO] 22301 Societal Security — Business Continuity
Management Systems — Requirements 06-15-2012) all define elements to be considered
for promoting the resilience of an organization (FEMA, 2014).

NFPA 1600 — 2013 recommends that emergency planners “identify dependencies and
interdependencies across functions, processes, and applications to determine the potential
for compounding impact in the event of an interruption or disruption” (NFPA, 2013). The
inclusion of internal and external dependencies and interdependencies requires
consideration of critical supply chains. ANSI/ASIS SPC.1-2009 reinforces this point by



stipulating that “the risk assessment and impact analysis should consider its dependencies
on others and others’ dependencies on the organization, including critical infrastructure
and supply chain dependencies and obligations” (ASIS, 2009). ISO 22301 incorporates
the same principles by specifying that “the business impact analysis shall identify
dependencies and supporting resources for these activities, including suppliers, outsource
partners and other relevant interested parties” (1SO, 2012). British Standards Institute
25999-1:2006, for its part, specifies that analysts “verify that the business continuity plan
incorporates all organizational critical activities and their dependencies and priorities”
(BSI, 2010).

All of these documents—the strategic imperatives as well as the operational standards—require
the consideration of dependencies and interdependencies that can exist among infrastructure,
how they are managed, and how they affect business continuity, security, and resilience
management. Despite the emphasis on the importance of dependencies and interdependencies,
none of the documents provide definitions for dependency or interdependency, nor do they
suggest how they could be integrated into risk and resilience assessment. While this may be
deliberate to provide flexibility on the selection of resilience and risk assessment approaches, the
lack of detail makes it difficult to analyze dependencies and interdependencies in a consistent,
rigorous manner. Section 3 seeks to initiate the process of fillings these gaps by providing
context regarding the relationship between dependencies and risk analysis.
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3 Risk and Dependencies

Risk is a function of four components: (1) threat/hazard, (2) vulnerability, (3) resilience, and

(4) consequences. In the context of critical infrastructure, for a given threat/hazard type, the risk
at an asset” is a function of the threat/hazard likelihood, the asset’s vulnerability (the likelihood
that the threat event will be successful), the resilience of the asset, and the magnitude of the
consequences resulting (Carlson et al., 2012; Petit et al., 2013). These risk components are not
independent (Figure 1). Considering a threat or hazard (manmade? or natural), the vulnerability
and resilience of the asset (infrastructure) will lead to consequences.

The intrinsic complexity of risk is increased by dependencies and interdependencies that impact
the components of risk. As highlighted in the 2013 NIPP, “growing [dependencies and]
interdependencies across critical infrastructure systems, particularly reliance on information and
communications technologies, have increased the potential vulnerabilities to physical and cyber
threats and potential consequences resulting from the compromise of underlying systems or
networks. In an increasingly interconnected world, where critical infrastructure crosses national
borders and global supply chains, the potential impacts increase with these [dependencies and]
interdependencies and the ability of a diverse set of threats to exploit them” (DHS, 2013).

Figure 1: Risk Components

! Facility refers to any type of critical infrastructure such as an office building, an arena, or a refinery.
2 A wide range of academic research exists on the transfer of risk when considering the intelligent adversary. See
Phillips et al., 2012, for a literature review on such.




Dependencies and independencies have a multiplicative effect on risk. A threat or hazard can
result in the loss of a service (e.g., electric outage), potentially impacting the critical
infrastructure using this resource, which further impacts other critical infrastructure dependent
upon that infrastructure’s services. The total consequences of an event may be amplified by these
connections (i.e., dependencies and interdependencies) that exist among critical infrastructure
facilities.

Infrastructure dependencies and interdependencies lead to a level of complexity that masks many
systemic risks. As a result, an impact to a single node or link—the proverbial “single point of
failure” that is often hidden deep within these interconnected systems—can result in significant
economic and physical damage on a city-wide, regional, national, or international scale.

Section 4 provides the definitions of dependencies and interdependencies and of the elements
(i.e., categories, classes, and dimensions) that should be considered when analyzing them.



4 Theory and Definitions

As mentioned, several documents (e.g., PPD-21, 2013 NIPP, and PS-Prep™ standards) highlight
the need to consider the dependencies and interdependencies among critical infrastructure in risk
and resilience assessment. However, these strategic documents do not provide consistent
definitions or guidance required to integrate dependency and interdependency analysis in a risk
and resilience assessment methodology framework. By leveraging the taxonomy developed by
Rinaldi, Peerenboom, and Kelly (2001), this section aims to provide these definitions as well as
considerations for such a framework. In particular, categories, classes, and dimensions of
dependencies are addressed.

4.1 Dependencies and Interdependencies

In 2001, Rinaldi, Peerenboom, and Kelly defined the terms “dependencies” and
“interdependencies” for complex systems; it is recommended that their definitions be used to
support consistency among risk and resilience assessment methodologies. The definitions
presented in their work are as follows:

A dependency is a “linkage or connection between two infrastructures, by which the state of
one infrastructure influences or is reliant upon the state of the other.”

An interdependency is a “bidirectional relationship between two infrastructures in which the
state of each infrastructure influences or is reliant upon the state of the other.”

A dependency is a unidirectional relationship between two assets (e.qg., critical infrastructure,
firm, organization, or facility) where the operations of Asset A affect the operations of Asset B.
As an example, a water treatment plant depends upon communications services supporting
supervisory control and data acquisition (SCADA) systems required for control of plant
operations.

An interdependency is a bidirectional relationship between two assets where the operations of
Asset A affect the operations of Asset B, and the operations of Asset B then affect the operations
of Asset A. For example, the water treatment plant requires communications for its SCADA
system, and, in turn, it provides water that is used by the communications system to cool its
equipment. An interdependency can be thought of as a combination of two dependencies where
the understanding of the interdependency requires an understanding, assessment, and
characterization of the two, one-way dependencies.

Figure 2 is a schematic of the relationship between two assets when dependency and
interdependency exist.
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Figure 2: Dependency and Interdependency between Two Assets

Dependencies and interdependencies between critical infrastructure assets are affected by the
conditions surrounding the assets and more generally by the characteristics of their social-
technical-ecological environment.

4.2 Categories of Critical Infrastructure Dependencies

As Rinaldi, Peerenboom, and Kelly state, “it is clearly impossible to adequately analyze or
understand the behavior of a given infrastructure [organization] in isolation from the
environment or other infrastructures” (Rinaldi, Peerenboom, and Kelly, 2001). Critical
infrastructure is thus in constant interaction with its environment, using and transforming inputs
from the environment to provide outputs to the same environment (Figure 3).

The interactions between critical infrastructure and its environment can be characterized into
three categories:

= Upstream dependencies. The products or services provided to one infrastructure by
another external infrastructure that are necessary to support its operations and functions.

= Internal dependencies. The interactions among internal operations, functions, and
missions of the infrastructure. Internal dependencies are the internal links among the
assets constituting a critical infrastructure (e.g., an electric generating plant that depends
on cooling water from its own onsite water well).

= Downstream dependencies. The consequences to a critical infrastructure’s consumers or
recipients from the degradation of the resources provided by a critical infrastructure.
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Figure 3: Interaction between Critical Infrastructure and Its Environment

Classes of Dependencies

Each category of dependency interactions can include one or more of four classes of
dependencies (Rinaldi, Peerenboom, and Kelly, 2001):

Physical. An infrastructure is physically dependent if the state of its operations is
dependent on the material output(s) of another infrastructure through a functional and
structural linkage between the inputs and outputs of two assets: a commodity (i.e., good
or service) produced or modified by one infrastructure (an output) is required by another
infrastructure for its operation (an input).

Cyber. An infrastructure has a cyber dependency if its state of operation depends on
information and data transmitted through the information infrastructure via electronic or
informational links. Outputs of the information infrastructure are inputs to the other
infrastructure, and the commaodity passed among the infrastructure assets is information.

Geographic. Infrastructure assets are geographically dependent if a local environmental
event can create changes in the state of operations in all of them. A geographic
dependency occurs when elements of infrastructure assets are in close spatial proximity
(e.g., a joint utility right-of-way).

Logical. An infrastructure is logically dependent if its state of operations depends on the
state of another infrastructure via a mechanism that is not a physical, cyber, or geographic
connection. Logical dependency is attributable to human decisions and actions and is not
the result of physical or cyber processes.



4.4 Dimensions of Dependencies

In addition to the four classes of dependencies, the connections among critical infrastructure
assets are multidimensional, adding to their complexity. Rinaldi, Peerenboom, and Kelly (2001)
propose five dimensions to characterize dependencies (and interdependencies) among critical
infrastructure (Figure 4).

OPERATING
ENVIRONMENT

Business/
Economic

Public Policy

and Legal/
Regulatory

Technical/
Security

Health/Safety

Social/

Political

COUPLING AND
RESPONSE BEHAVIOR

Adaptive or
Inflexible

Loose or
Tight

Linear or
Complex

TYPE OF
FAILURE

Cascading

INFRASTRUCTURE
CHARACTERISTICS

Organizational

Temporal

STATE OF
OPERATION

Stressed/
Disrupted

Repair/
Restoration

Figure 4: Dimensions of Dependencies (Adapted from Rinaldi, Peerenboom, and Kelly, 2001)

Several elements of the operating environment may affect critical infrastructure dependencies:

= Business/Economic — Economic and business concerns shape production scheduling and
business agreements.

= Public Policy and Legal/Regulatory — Laws, regulations, or policies influence the growth
and structure of organizations or bound the operating environment.

= Technical/Security — Security and technical requirements influence modes of operation.

= Health/Safety — Health and safety requirements and regulations affect the operation of
associated systems.

= Social/Political — Social or political factors may influence the operational decisions of
owners and operators.

Coupling and response behavior captures how a critical infrastructure would respond to a
disruption to one or more of its dependencies:



= Adaptive versus inflexible response — An adaptive infrastructure is more likely to respond
well to disturbances and continue to fulfill its missions. An inflexible infrastructure is
incapable of learning from past experiences and unable to respond well to disturbances.

= Loose versus tight connection — In a loose connection, the state of one infrastructure is
only weakly correlated to, or independent of, the state of the other. A tight connection is
characterized by time-dependent processes that have little margin of error.

= Linear versus complex processes — In linear processes, infrastructures have expected and
familiar production or maintenance sequences. In complex processes, infrastructures have
unfamiliar sequences or unplanned and unexpected sequences.

The third dimension characterizes the type of failures affecting a dependency:
= Common cause — Disruption of two or more infrastructure at the same time.

= Cascading — Disruption of one infrastructure subsequently causes a disruption in the
second infrastructure. This type of failure is also called the domino effect.

= Escalating — Disruption of one infrastructure exacerbates an independent disruption of a
second infrastructure. This type of failure is also called the snowball effect.

Critical infrastructure characteristics themselves can influence the impact of a disruption of a
dependency:

= Organization — Organizational and decisional structure and size of the organization
(e.g., local, national, or international) affect how a disruption is managed.

= Operational — Emergency and business continuity measures affect the importance of
impacts potentially generated by a failure.

= Temporal — The duration of outages and of recovery has substantial implications for the
importance of impacts potentially generated by a failure.

= Spatial — The geographical extent of the critical infrastructure also affects the potential
consequences generated by a failure. They will be different for a single asset or an asset
that is a node of a system or supply chain.

Finally, the current state of operations may impact the types of good and services the critical
infrastructure may depend upon as well as the extent of the impact upon the loss of a key good or
service:

= Normal — Operations are optimal or near optimal levels. Major assets and supporting
systems are fully operational and meet customer demands.



= Stressed or disrupted — Operations are at a reduced capacity due either to increased
demand or damage/degradation of critical assets or supporting systems.

= Repair or restoration — Operations have been voluntarily or forcibly halted and repairs or
new equipment are needed to resume operations.

Each dependency can therefore be defined by its category, class, and a combination of
dimensions.

4.5 Approaches To Characterizing Dependencies

Each dependency has its own characteristics, therefore analyzing dependencies requires different
approaches to successfully consider their category, class, and dimension(s). These approaches
can generally be described as either top-down or bottom-up. Top-down approaches consist of
analyzing a system in its entirety and then focusing on its component parts. Bottom-up
approaches consist of analyzing the component parts of a system and building on this analysis to
describe the system as a whole.

Figure 5 represents the concept of bottom-up and top-down approaches applied to critical
infrastructure. Dependencies and interdependencies exist at individual levels (e.g., assets are
interconnected with other assets) and between levels (e.g., assets are interconnected with
facilities, facilities with sub-segments, and so on).?

Table 1 presents attributes of bottom-up and top-down approaches to critical infrastructure
dependencies and interdependencies assessments.

A comprehensive analytic approach must address dependencies within and between all levels
and combine both top-down and bottom-up approaches. Section 5 presents the elements that
should be considered when analyzing the four classes of dependencies (i.e., physical, cyber,
logical, and geographic) by categories (i.e., upstream, internal, and downstream). The other
dimensions, presented in Figure 4, must also be considered. However, these dimensions
(operating environment, coupling and response behavior, type of failure, infrastructure
characteristics, and state of operations) are not specific to a given interaction-class dependency
combination. They apply to all interactions and classes.

® The U.S. Department of Homeland Security (DHS) created the Infrastructure Data Taxonomy (IDT) to facilitate a
common understanding of infrastructure terminology within the critical infrastructure protection community. The
IDT organizes critical infrastructure in different levels (i.e., sector, sub-sector, segment, sub-segment, and asset)
where each component within a level is defined by a distinct description. For example, a wastewater lift/pump
station X (facility X) is categorized in the Water Sector, Wastewater Facility Sub-Sector, Wastewater Collection
System Segment, and Lift/Pump Station Sub-Segment. Furthermore, facility X requires that operational and
technical elements (assets) be functional.
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Figure 5: Bottom-up and Top-down Approaches

Table 1: Comparison of Bottom-up and Top-down Approaches

Bottom-Up Approach Top-Down Approach ‘
o Decentralized o Centralized
e Target data collection at asset level e Target data collection at sector level
e Based on actual operations and conditions e Often based on models and large data sets
o |dentify facility-level dependencies and e Identify system-level dependencies and
interdependencies characteristics interdependencies
e Goes from the specific to the global e Goes from the global to the specific
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5 Analyzing Critical Infrastructure Dependencies and
Interdependencies

Consideration of both dependencies and interdependencies is the basis of cascading and
escalating failure analysis. Analyzing dependencies and interdependencies also requires the
consideration of several elements such as interactions (between a critical infrastructure and its
environment or within critical infrastructure), classes, and dimensions.

The following sections expand upon the fundamental considerations for analyzing dependencies.
Similar considerations apply for the assessment of interdependencies.

5.1 Physical Dependencies

5.1.1 Definition

An infrastructure is physically dependent if there is a functional and structural linkage between
the input(s) and output(s) of two assets: a commodity produced or modified by one infrastructure
(an output) is required by another infrastructure for its operation (an input) (Figure 6).

TRANSFER OF
Water

Energy Products

Chemicals
Raw Materials
Equipment
Transportation Services
Etc.

Figure 6: Physical Dependencies

5.1.2 Elements To Consider

Several elements characterizing an asset’s operations may be considered when addressing
upstream, internal, and downstream physical dependencies (Table 2).
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Table 2: Elements To Consider When Analyzing Categories of Physical Dependencies

Upstream Internal
o Information on resourcesand e Understanding of internal
services required by an asset physical connections
(e.g., an asset may require (e.g., the different processes
water at a certain volume, using water in the chemical
pressure, or quality, such as a plant and their impacts on the

chemical plant requiring
water for its processes). missions).

plant’s operations and

Downstream
Impact on dependent assets
upon the degradation of a
physical resource provided
(e.g., possible delays in the
production of chemicals and
how they would impact other
assets).

5.2 Cyber Dependencies

5.2.1 Definition

An asset has a cyber dependency if its operation depends on information transmitted via

electronic or informational links (Figure 7).

Figure 7: Cyber Dependencies

TRANSFER OF
Data
Information

Transfer and processing of cyber resources (e.g., data, information) are principally done by two
critical infrastructure sectors: Communications (transmission of data and information) and

Information Technology (use and process data).

5.2.2 Elements To Consider

Similar to physical dependencies, several elements may be considered when addressing
upstream, internal, and downstream cyber dependencies (Table 3).
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Table 3: Elements To Consider When Analyzing Categories of Cyber Dependencies

Upstream Internal Downstream

o Information and data used by e Internal cyber links e Impact on dependent assets
an asset—including the (e.g., internal cyber upon the degradation of
characteristics of the response and recovery information or data provided
dependency, such as quality of activities, availability of (e.g., loss or degradation of
service (QoS), which third-party assistance, service to customers,
characterizes the degree of reporting and forensic cybersecurity breaches
satisfaction of a user of the requirements). resulting in loss, theft or
service (ITU, 2014). destruction of data, economic

and brand impacts).2

& Network performance, which is the ability of a network to provide the functions related to communications among
users, includes confidentiality (i.e., protection of transmitted data from passive attacks), authentication, integrity
(i.e., ensuring no message duplication, insertion, modification, reordering, and replay), non-repudiation
(i.e., prevention of denying a transmitted message), access control, and availability (i.e., characterization of denial

of service) (ITU, 2014).

5.3 Geographic Dependencies

5.3.1 Definition

Assets are geographically dependent if an event in the local environment can create changes in
those assets’ state of operations. A geographic dependency occurs when elements of
infrastructure assets are in close spatial proximity (Figure 8).

J ASSET 4
[A) ~
AN

Figure 8: Geographic Dependencies




Geographic dependencies are unique in that they do not relate to the asset’s operational
requirements but rather to its location (e.g., a water pipe break may cause flooding that could
impact the assets in the vicinity of the pipe). An event (e.g., the disruption of Asset A) can create
changes in the operational state of Asset B located in the proximity (periphery) of Asset A.

5.3.2 Elements To Consider

The approach used to characterize physical or cyber dependencies cannot be used to address
geographic dependencies which relate more to the locality of the asset considered than to the
study of the resources required for its operations. Several elements may be considered when
addressing geographic dependencies (Table 4).

Table 4: Elements To Consider When Analyzing Categories of Geographic Dependencies

Upstream Internal Downstream

e Identification and characterization e Consideration of internal e Identification and
of other critical infrastructure dependencies combines characterization of other
assets in the vicinity and how similar elements to those critical infrastructure assets
their failure may impact the used for characterizing in the vicinity and how the
asset’s operations. both upstream and degradation of an asset’s

downstream operations would impact
o Consideration of natural elements dependencies. them.

(e.g., geology and geography) and
urban spatial structure that may
promote the propagation of
consequences and ultimately
affect the asset’s operations.

5.4 Logical Dependencies

5.4.1 Definition

An infrastructure is logically dependent if its state of operations depends on the state of another
infrastructure via a mechanism that is not a physical, cyber, or geographic connection. Logical
dependency is attributable to human decisions and actions (Figure 9).

Logical dependencies occur at both operational and strategic decision levels. They relate more to
business and strategic decisions that affect an asset’s operations For example, Asset B is
influenced by elements enacted by Asset A (e.g., geopolitical developments increase Asset A’s
operational risks, which in turn influences Asset B in the form of higher prices).
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Figure 9: Logical Dependencies

5.4.2 Elements To Consider
The approach to address logical dependencies is similar to physical or cyber dependencies.

Several elements may be considered when addressing upstream, internal, and downstream
logical dependencies (Table 5).

Table 5: Elements To Consider When Analyzing Categories of Logical Dependencies

Upstream Internal Downstream
e How external factors e Consideration of human reliability, ¢ Identification of policies,
may affect the asset’s human error, and cognitive regulations, and other
operations systems.a logical elements enacted by
(e.g., financial an asset that may impact
market; human other assets.

resources, which
require certain skills,
training, and
expertise).

& Human reliability is the probability that an individual, a team, or a human organization will accomplish a mission,
under given conditions, within acceptable limits, for a certain period. Human error is the behavior that exceeds
acceptable limits. Resilience engineering and cognitive analysis may be used to address the consideration of
human factors in sociotechnical interactions (Reason, 1990).

As demonstrated in the previous sections, identification and characterization of dependencies and
interdependencies require the consideration of several characteristics (i.e., interactions, classes,
and dimensions). Integration of these characteristics in a comprehensive approach is complex.
Section 6 presents a roadmap for the development of dependencies and interdependencies
analysis.
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6 Roadmap for Assessing Critical Infrastructure

Dependencies and Interdependencies

The Risk and Infrastructure Science Center (RISC) at Argonne National Laboratory (Argonne)
has defined four phases of development for dependency and interdependency assessment. Each
phase of development varies in the level of data required, the type of analysis conducted, and the
type of resulting products (Figure 10). This roadmap supports the development of a
comprehensive assessment of critical infrastructure dependencies and interdependencies.

6.1 Phase 1 - Initial Estimate

Data collection in the Initial Estimate Phase consists primarily of researching open source
information and provides a limited analysis. Such an analysis offers a general understanding of
the functions of a critical infrastructure asset; however, it does not support an understanding of
all dimensions of dependencies nor the real-time visualization of cascading and escalating
failures. Table 6 is an overview of the elements characterizing the Initial Estimate Phase.

Table 6: Initial Estimate Phase: Level of Analysis

e Open source (potential
impacts, potential
dependencies, and general
service areas)

General understanding of
sector dependencies and of
assets within a sector

Limited knowledge of
cascading impacts

No knowledge of escalating
failures

Static: general service maps
and general sector
informational reports

Evaluation of failures from
common causes and their
direct consequences

6.2 Phase 2 — Present

In the Present Phase, several research teams are developing data collection tools* and models,
which allows for a more detailed analysis of critical infrastructure dependencies and
interdependencies. Data collection and analyses start to address physical, cyber, and geographic
dependencies and initiate the anticipation and visualization of first-order cascading failures.
However, most of the existing tools and models operate in silos and have little interaction with
complementary tools and models. Understanding logical dependencies and escalating failures is

* For example, Argonne has provided key technical support to a DHS program by developing a methodology for
assessing critical infrastructure risk and resilience to a variety of natural and manmade hazards. Argonne also
developed statistical and data-mining procedures to analyze and display data, including critical infrastructure
dependencies, collected in easy-to-use "dashboards” (Argonne, 2014).
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Figure 10: Complexity of Analyses of Critical Infrastructure Dependencies and Interdependencies

(In the top row, the pictograms in the lower right of each cell show the different types of dependency considered in each phase of development; from top to bottom, they are
physical, cyber, geographic, and logical. In the middle row, the pictograms in the top right of each cell represent the states of operation considered: normal (sun) and degraded
(lightning). The domino and snowballs represent the analysis of cascading and escalating failures. In the bottom row, the red pictograms in the cell at the far right (ultimate goal

products) represent the different critical infrastructure sectors. Blue circle arrows in the last column represent the interactivity and iteration of the approach.)
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still a challenge. Currently, few approaches consider how disruptions to facility dependencies
could affect operations that are already degraded due to previous disturbances. Table 7 presents
an overview of the elements characterizing the Present Phase of development.

Table 7: Present Phase: Level of Analysis

Data Analysis Products

e Open source e Refined information specific | e Refined visualization of
to assets within the sector degradation propagation
e Surveys
e Proprietary databases . Bett(_ar_understandin_g of o Better undergtandi_ng of first-
specific dependencies at the order cascading failures
e Facilitated discussions with asset level (some notion of temporal
stakeholders aspects)

e Differentiation between

physical and cyber e Dependency/degradation

dependencies during normal curves for assets

operations e Some interactive operational
e Separated tools for characterizing

mathematical/engineering upstream physical

system models (not dependencies

automated)

o Normal operations

6.3 Phase 3 - Advanced

The Advanced Phase of development should consider all dimensions of critical infrastructure
dependencies and interdependencies, as shown in Figure 4. This phase of development requires
new data collection mechanisms and an integration of existing independent assessment tools and
approaches. It transitions analysis centered on facilities to focusing on critical infrastructures
systems. Table 8 presents an overview of the elements characterizing the Advanced Phase.

Table 8: Advanced Phase: Level of Analysis

Data ‘ Analysis ‘ Products

e Implement new data e Integrate system-level ¢ Refine cascading and
collection mechanisms models escalating visualization,

including second-order and

e Capture new characteristics e Integrate cyber and physical third-order cascading failures

of dependencies (e.g., added models
oA I pdesconaons g e e o
integration/ar;alysis of normal operations an<_j

geographic dependency) degraded-state operations




6.4 Phase 4 — Ultimate Goal

The Ultimate Goal Phase contains a comprehensive understanding of all dependency and
interdependency dimensions. It allows decision makers to anticipate and characterize, in real
time, how all dependency and interdependency dimensions influence the resilience and
protection of a critical infrastructure system, of a region, and, ultimately, of the Nation. Table 9
presents an overview of the elements characterizing the Ultimate Goal Phase of development.

Table 9: Ultimate Goal Phase: Level of Analysis

e Collect information for all e Comprehensive analysis of o Real-time visualization tool
dependency dimensions dependencies and for cascading and escalating
e Develop a process to capture interdepgndencies for risk failures
' . and resilience assessment .
all needed information e Early warning system that
(e.g., beyond critical e Complete risk and resilience identifies potential cascading
infrastructure) analysis, integrating both and escalating consequences

dependencies and

interdependencies e Integrated public and private

business continuity,
e Integrate system models that emergency management, and
are mostly automated communication processes

e Conduct in-depth analysis of
all dimensions of
dependencies and
interdependencies

These four phases support the development of a comprehensive assessment of critical
infrastructure dependencies and interdependencies. The characterization of the ultimate goal will
guide the direction of the work needed to understand, assess, and manage critical infrastructure
dependencies and interdependencies. This effort requires a collaborative environment that
promotes information sharing and multidisciplinary analyses and must go beyond a consideration
of only the critical infrastructure (e.g., it should consider environmental, social, and economic
characteristics that affect the resilience of a region). The ultimate goal is a comprehensive,
flexible, proactive, and dynamic assessment of all dimensions that characterize critical
infrastructure dependencies and interdependencies.

6.5 From the Present Phase to the Advanced Phase of Dependency
Assessment

Moving from the Present Phase toward the Advanced Phase of development requires improving
many existing capabilities to include the way data is collected and analysis capabilities, and will



lead to the development of new products to provide a more holistic understanding of
dependencies and interdependencies.

6.5.1 Improvement in Data Collection

Data collection must be expanded to address all interactions and classes of dependencies. Current
capabilities to gather information for physical, cyber, and geographic dependencies can be
expanded upon and improved, while new data collection is required to start to understand logical
dependencies. Improvement in data collection capabilities will build on existing tools and
techniques but will also require the development of new collection mechanisms.

6.5.2 Improvements of Existing and Development of New Analysis Capabilities

Analysis capabilities should evolve toward an integration of methodologies and tools. This
includes better integration and comprehension of cyber and physical dependencies, coupling and
response behaviors, types of failures, as well as the operational characteristics and state of
critical infrastructure assets as defined in Figure 4. It will be necessary to develop new
approaches to integrate and combine existing mathematical and engineering models, and to
identify uncertainty algorithms to extend and predict impacts of disruptions in dependencies. The
improvement of analysis capabilities will be guided by the data collected, by the types of
products required by stakeholders, and by the research and development conducted to better
understand critical infrastructure dependencies and interdependencies.

6.5.3 Development of New Products

Moving toward an advancement of end products will require the enhancement and interactivity
of existing visualization capabilities (e.g., dependency curves, geographic information system
[GIS]), and the development of new products to meet the needs and requirements of
stakeholders.

6.5.3.1 Dependency Curves

Dependency curves are created at the asset level and depict the impact of upstream physical
dependencies and the asset’s existing mitigation capabilities.®> These curves allow visualization
of the effects over time of the loss of a resource on an organization’s functions (Figure 11).

® The RISC at Argonne has developed an interactive dependency dashboard using the elements presented in
Figure 11; this dashboard allows for interactive changes to be reflected.
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Figure 11: Dependency Curves Component (Petit, Wallace, and Phillips, 2014a)

While initially conceived and developed for an individual asset, the dependency curve concept
can be expanded for systems. The bottom-up dependency curves can be combined with a top-
down approach that captures global interactions among several subsystems (e.qg., critical
infrastructure, population, economy, and government) to better understand the resilience of a
region (Petit, Wallace, and Phillips, 2014b). Improvements to dependency curves to facilitate this
combination include:

1. Enhance the interactivity of the dependency curves. Current assumptions made for
generating the curves can be modified and updated, such as reviewing the method
used to gather information, improving the user interface, and combining the curves
with other analysis tools.

2. Include effects based on an organization’s environment. Currently, the curves only
address the interface between the inputs and the asset. To be fully effective, the
dependency curves should be integrated into a holistic methodology, including how
an asset affects its environment.

3. Incorporate other types of dependencies and interdependencies. The dependency
curves are generated for operational (physical and cyber) dependencies that have a
direct impact on an organization’s daily operations. Future developments should
include geographic and logical dependencies to improve understanding of the
interconnections among assets and organizations and to anticipate potential cascading
and escalating failures.

4. Integrate the dependency curves in an emergency operations capability. The ultimate
goal of generating dependency curves is to better understand and anticipate the



consequences of an incident and to support incident management activities.
Therefore, generating dependency curves can be the first step in enhancing
emergency operations capability (Petit, Wallace, and Phillips, 2014a).

6.5.3.2 GIS Visualization Capabilities

Development of GIS visualization capabilities is vital for the analysis of critical infrastructure
dependencies and interdependencies, especially in visualizing cascading and escalating failures
at the regional level. This GIS visualization capability should integrate the results from the
analysis methodologies for generating cascading, escalating, and common-cause failure curves to
address second- and third-order dependencies (Verner and Petit, 2013). Similar concepts have
been incorporated into the DOMINO modeling and mapping tool developed by the Centre
Risque & Performance (CRP) of the Montreal Polytechnic School and should be considered
(Robert, Morabito, and Cloutier, 2012).

Section 7 presents an assessment framework to address critical infrastructure dependencies and
interdependencies.
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7 Dependency and Interdependency Assessment Framework

To manage all interactions, classes, and dimensions of dependencies and interdependencies, as
well as addressing the entire resilience management spectrum, a scalable approach is needed.
Such an approach can be tailored toward and applied on an asset, system, network, or functional
basis, depending on the decisions it is intended to support, stakeholder needs and requirements,
and the nature of the related infrastructure. Currently, no such scalable approach or standardized
capability (or combination of capabilities) exists. In response to this void, the RISC proposes a
general framework for assessing critical infrastructure dependencies and interdependencies
(Figure 12).

The general concept behind a critical infrastructure dependency and interdependency assessment
framework is to build a flexible approach that can evolve over time and allow the
implementation of innovative capabilities that will reflect the evolution of technical capabilities
and of critical infrastructure protection and resilience policies. This assessment approach built
around the RISC’s expertise and capabilities is the result of a proactive and collaborative
approach promoting the development of better risk management and resilience assessment
solutions. Four main elements are combined for supporting the analysis.

= Expertise—multidisciplinary and includes knowledge of soft (e.g., management and
socioeconomic sciences) and hard (e.g., engineering and operations research) aspects
influencing critical infrastructure dependencies and interdependencies, and ultimately
resilience and protection.

= Partnerships—includes collaborations with public and private sector partners as well as
research organizations. These partnerships incorporate capabilities (e.g., expertise and
tools) that do not exist within the RISC.

= Data—includes existing databases (i.e., commercial and owned by stakeholders) and
capabilities to conduct open source research and develop collection surveys specific to
the analysis required.®

=  Tools—combines mathematical and engineering models and metrics for identifying and
characterizing dependencies and interdependencies, and GIS capabilities for visualizing
them.

The analysis module constitutes the core of the integrated approach, as highlighted in Figure 12.
The approaches used in the analysis module will be driven by the type of end products needed
for resilience assessment and risk management decision support. Stakeholder goals and
objectives are as vital as the four main elements mentioned above to support the analysis. These
components, when combined, are designed to provide the stakeholder with a thorough picture to
address the decision situation. The resulting products can include asset-specific options for

® Depending on the type of analysis, critical infrastructure information would require specific protection, such as that
provided by the Protected Critical Infrastructure Information Program (DHS, 2014).
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consideration provided to owners and operators to improve asset or system resilience and
protection, as well as higher-level resilience enhancement options that call for the establishment
of cross-sector, cross-jurisdictional collaborative working groups to develop and implement
mitigation strategies across a region. The holistic knowledge of critical infrastructure
dependencies and interdependencies can be used in a variety of ways, such as pre-event
planning, or during emergency operations as an event is unfolding. This information could be
operationalized to support (1) information sharing among stakeholders, and (2) State and local
prioritization of critical-infrastructure-related response and recovery activities. Anticipation of
cascading, escalating, and common-cause failures and potential impact areas can support the
development of coherent emergency measures. It can also assist in defining the time available
before an asset or system is affected by an event and the time needed to implement specific
mitigation measures.

To manage dependencies and interdependencies in the context of critical infrastructure resilience
and risk management, the iterative and scalable dependencies and interdependencies framework
can be integrated into existing risk and resilience assessment frameworks to answer specific
stakeholders’ requirements.
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8 Conclusion

Critical infrastructure dependencies and interdependencies are complex elements to identify and
analyze. They are characterized by different interactions (i.e., upstream, internal, and
downstream), classes (i.e., physical, cyber, logical, and geographic), and dimensions

(i.e. operating environment, coupling and response behavior, type of failure, infrastructure
characteristics, and state of operation). They influence all components of risk (threat/hazard,
vulnerability, resilience, and consequence), can themselves be a threat or hazard, affect the
resilience and protection performance of critical infrastructure, and lead to the propagation of
cascading and escalating failures. It is essential to integrate dependencies and interdependencies
into risk and resilience methodologies. A data-driven capability that operationalizes the analysis
of dependencies and interdependencies would not only provide an unprecedented level of
situational awareness, it would also enable decision makers to anticipate disruptions. To achieve
this ultimate goal, the development of a comprehensive and interactive assessment of critical
infrastructure dependencies and interdependencies, requires the combination of multiple areas of
expertise (e.g., engineering, social sciences, business continuity, and emergency management) in
an adaptive and flexible assessment framework.
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